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United Stated of America v. Mohamed Bailor Jalloh
(Defendant)
 https://www.justice.gov/usao-edva/file/873086/download
• Nicholas Caslen
• Special Agent
• Federal Bureau of Investigation

Computers, Electronic Storage, and Forensic Analysis (Page 14)

Based on my knowledge, training, and experience, I know that
computer files or remnants of such files can be recovered months or
even years after they have been downloaded onto a storage medium,
deleted, or viewed via the Internet. Electronic files downloaded to a
storage medium can be stored for years at little or no cost. Even
when files have been deleted, they can be recovered months or years
later using forensic tools. This is so because when a person "deletes"
a file on a computer, the data contained in the file does not actually
disappear; rather, that data remains on the storage medium until it
is overwritten by new data.
Therefore, deleted files, or remnants of deleted files, may reside in
free space or slack space—^that is, in space on the storage medium
that is not currently being used by an active file—^for long periods of
time before they are overwritten. In addition, a computer's operating
system may also keep a record of deleted data in a "swap" or
"recovery" file.

Wholly apart from user-generated files, computer storage
media—^in particular, computers' internal hard drives—contain
electronic evidence of how a computer has been used, what it
has been used for, and who has used it. To give a few examples,
this forensic evidence can take the form of operating system
configurations, artifacts from operating system or application
operation, file system data structures, and virtual memory
"swap" or paging files. Computer users typically do not erase or
delete this evidence, because special software is typically
required for that task. However, it is technically possible to
delete this information.
Similarly, files that have been viewed via the Internet are
sometimes automatically downloaded into a temporary Internet
directory or "cache."

Forensic Evidence
Data on the storage medium can provide evidence of a file that was
once on the storage medium but has since been deleted or edited, or
of a deleted portion of a file (such as a paragraph that has been
deleted from a word processing file). Virtual memory paging systems
can leave traces of information on the storage medium that show
what tasks and processes were recently active. Web browsers, email
programs, and chat programs store configuration information on the
storage medium that can reveal information such as online
nicknames and passwords. Operating systems can record additional
information, such as the attachment of peripherals, the attachment
of USB flash storage devices or other external storage media, and the
times the computer was in use. Computer file systems can record
information about the dates files were created and the sequence in
which they were created, although this information can later be
falsified.

 As explained herein, information stored within a computer and other electronic storage media may provide crucial evidence of the "who,
what, why, when, where, and how" of the criminal conduct under investigation, thus enabling the United States to establish and prove
each element or alternatively, to exclude the innocent from further suspicion. In my training and experience, information stored within a
computer or storage media (e.g., registry information, communications, images and movies, transactional information, records of
session times and durations, internet history, and anti-virus, spyware, and malware detection programs) can indicate who has used or
controlled the computer or storage media. This "user attribution" evidence is analogous to the search for "indicia of occupancy" while
executing a search warrant at a residence. The existence or absence of anti-virus, spyware, and malware detection programs may
indicate whether the computer was remotely accessed, thus inculpating or exculpating the computer owner. Further, computer and
storage media activity can indicate how and when the computer or storage media was accessed or used. For example, as described
herein, computers typically contains information that log: computer user account session times and durations, computer activity
associated with user accounts, electronic storage media that connected with the computer, and the IP addresses through which the
computer accessed networks and the internet. Such information allows investigators to understand the chronological context of
computer or electronic storage media access, use, and events relating to the crime under investigation. Additionally, some information
stored within a computer or electronic storage media may provide crucial evidence relating to the physical location of other evidence
and the suspect. For example, images stored on a computer may both show a particular location and have geo location information
incorporated into its file data. Such file data typically also contains information indicating when the file or image was created. The
existence of such image files, along with external device connection logs, may also indicate the presence of additional electronic
storage media (e.g., a digital camera or cellular phone with an incorporated camera). The geographic and timeline information
described herein may either inculpate or exculpate the computer user. Last, information stored within a computer may provide relevant
insight into the computer user's state of mind as it relates to the offense under investigation. For example, information within the
computer may indicate the owner's motive and intent to commit a crime (e.g., internet searches indicating criminal planning), or
consciousness of guilt (e.g., running a "wiping" program to destroy evidence on the computer or password protecting/encrypting such
evidence in an effort to conceal it from law enforcement).

A person with appropriate familiarity with how a computer works can,
after examining this forensic evidence in its proper context, draw
conclusions about how computers were used, the purpose of their use,
who used them, and when.
The process of identifying the exact files, blocks, registry entries, logs,
or other forms of forensic evidence on a storage medium that are
necessary to draw an accurate conclusion is a dynamic process. While
it is possible to specify in advance the records to be sought, computer
evidence is not always data that can be merely reviewed by a review
team and passed along to investigators. Whether data stored on a
computer is evidence may depend on other information stored on the
computer and the application of knowledge about how a computer
behaves. Therefore, contextual information necessary to understand
other evidence also falls within the scope of the warrant.
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When you print on a color laser printer you are also printing a
pattern of invisible yellow dots
These marks allow printer companies, government agents, and
sleuths to track and identify the creator
 Originally to combat money counterfeiting (United States Secret
Service)
• http://www.secretservice.gov/data/KnowYourMoneyApril08.pdf

 List of printers
• https://www.eff.org/pages/list-printers-which-do-or-do-not-display-trackingdots

Most color laser printers intentionally add invisible micro dots
to make it easier to determine where and when a document
was printed
These micro dots appear as yellow dots that are added to the
background of all the pages they print
The yellow dots are hard to see with the naked eye but can be
seen under a blue light or with a microscope
The yellow dots can reveal printer serial number, manufacture
information, date/time of printed sheets

10 X magnification

60 X magnification

Usually invisible to the naked eye under normal light
Tiny & yellow which makes then hard to see against the
background of white paper
They show up across the entire printed document
They are present in both color printers and copiers but do
not show up in pages printed in black & white mode

The easiest way to see them is by using a intense blue LED
light
Sometimes by using a high resolution flatbed scanner
scanned at 600dpi or higher will reveal dots

Sample close-up of printer dots on white printed
page

Sample of close-up of the same dots under blue
type light

How to interpret the yellow micro dots!
https://w2.eff.org/Privacy/printers/docucolor/

Every time you visit a web page you are leaving a digital fingerprint
 Your IP address








• An Internet Protocol address (IP) is a numerical label assigned to each device
participating in a computer network that uses the Internet Protocol for
communications. IP’s are binary numbers and are stored in text files and
displayed as such 172.16.254.1 for IPv4 or 2001:db8:0:1234:0567:8:1 for IPv6

Your operating system
Browser
Window size, color
Language
History
Special programs (JavaScript, Google toolbar, shockwave, plugin)

• Internet Web Address Information…………Your operating system!
• http://myipinfo.net/
• http://noc.to/

• Geo-coded IP location
• http://www.ip-adress.com/

Anonymization
-anonymizer.com
-torproject.org
-anonymous-proxy-server.net

• http://www.ip2location.com/

• Gaining Access
• https://wigle.net/

Blogs & Boards,
http://www.fairfaxunderground.com/forum/

https://archive.org/
http://www.screenshots.com/

www.zabasearch.com
 One of the oldest

www.pipl.com
www.peekyou.com
 User Names

www.411.com
www.whitepages.com
 Neighbors

http://www.veromi.net/pro
cessor.asp
www.spokeo.com
 Email

www.thatsthem.com
 Address association

www.Namechk.com
 Usernames

Types of information from photos
 Metadata

• Technical metadata

o Data about the photos technical characteristics, size, color, ISO speed and camera
settings

• Descriptive metadata

o Image creator, copyright holder, source & description, captions, headlines, keywords,
location of capture

• Administrative metadata

o Licensing or rights terms, model releases, identity of creator, contact information for
holder or licensor

 Likeness Search (Google)
 Photo Forensics

Scrubbing a Photo for metadata
Camera (make, model), software, Lens, Exposure, Flash, Date,
Location, File, Color, light source, GPS time stamp, resolution,
GPS altitude, file type, file size, image size,

 GPS latitude, GPS longitude, Megapixels, Creation date, Date/Time of
Original, Modify Date

Jeffrey’s Image Metadata Viewer

 http://exif.regex.info/exif.cgi
 Go to http://kirbstr.tumblr.com/
 Cross reference photo with mapping software

Google or Bing Image searches
 Used to find the exact photo uploaded and where on-line it can
be found
 Used to find photos that are similar in nature
• https://images.google.com/?gws_rd=ssl
• Search by URL or Upload an Image

 Suspect in a photo at a party, camera footage etc., etc.

Facebook
 Suggested friends

Fotoforensics.com
 Used to determine if there had been any editing from the
original photo
• http://fotoforensics.com/

 Social Searcher
 www.social-searcher.com
 Smash Fuse
 www.smashfuse.com

 Facebook
 Facebook.com
 Instagram
 Instagram.com
 Twitter
 Twitter.com
 Linkedin
 https://www.linkedin.com/

Powerful aspect of Facebook
 Forgot Account?

• Name, Email, or Phone search
• Can be used as an identity check
o My work Cell Phone 703-638-4995

People you may know
-Phone List (Phone Numbers)
How do you access?
#, contacts, emails

 Facebook.com/username/map
-People who attend NVCC and Like
 Graph.facebook.com/username
Canibus
-People who like MS-13 and go to
 Facebook.com/username?and=username
NVCC
Lester Reyes AKA?
 Facebook.com/username/photos
 www.facebook.com/username/friends?and=username&pnref=lhc
• Or use: https://inteltechniques.com/menu.html

Instagram.com/username
www.ask.fm/username
Worldc.am
 Location look up for Instagram

Hashtag Searches
 Hashtagr.co
 Tagboard.com
 Hashtagify.me

-L. Reyez AKA

Searching Twitter
 Near:Fairfax
 Near:22030 within:5mi (with space)
 Google Maps

-L. Reyez AKA

• Geocode:38.845620,-77.305825,1mi (no spaces)
• 38.834780,-77.237819,1mi
• Or use: https://free.echosec.net/

Tracking Users
 Tweetpaths.com
•
•
•
•
•

@chrisyates41
@carriagadaj
@beejpowers
@MaddsJo
@BSahagunRE

 Geocreepy.com

Search Twitter
 Topsy.com/experts
 Followerwonk.com

Monitoring Twitter
 Tweetdeck.com
• https://tweetdeck.twitter.com
/

 Twitterfall.com

Open and searchable from
 Google, Yahoo, Bing….etc. etc.

How LinkedIn works
 Visit pages of people your interested in……he he
• Within six months get acquaintance reminder

Criminal & Court Records

 http://www.opcso.org/index.php?option=com_wrapper&view=wrapper&Itemid=7
38
 https://eapps.courts.state.va.us/gdcourts/captchaVerification.do?landing=landin
g
 https://www.nsopw.gov/?AspxAutoDetectCookieSupport=1

Tax Records

 http://pwc.publicaccessnow.com/
 http://icare.fairfaxcounty.gov/ffxcare/search/commonsearch.aspx?mode=addres
s

Building Permits (other permits)

 http://egcap.pwcgov.org/CAPSite/Permit/Search

